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technical security risks inherent in blockchain itself and those arising from its integration into existing systems. In-

depth analysis and research on these risks have been of great significance for promoting the benign development of
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blockchain technology and ecology. Firstly, a comprehensive and systematic analysis and evaluation of these two

types of risks were conducted, with the causes, impacts, and mitigation measures for each risk being summarized,

thereby providing strong guidance for security management and risk control of existing blockchain projects. Subse-

quently, six security objectives for the development of blockchain ecology security were proposed, and based on

these objectives, a comprehensive, multi-dimensional blockchain project security assessment framework was con-

structed, aiming to promote the healthy development of the blockchain ecosystem and provide robust support for

building a more secure, stable, and efficient blockchain application environment.

Keywords: blockchain security, blockchain ecosystem, risk analysis, blockchain governance

0 38

X B 5 A& — B ZAB AL 23 A LAk 22
FIRUE R RE . BEEH AR R, Xk
HBEN 3.0BFAR, RIPAME X BB AR, B A M B
VIR “Heziem” M2 Emei . B R
AR AE SR PRSI . 20204 H, ERKE
MMER DB X AR “HrEEE” fu
W, RN B —. 22020 F5FH, 7E
T AE T M0 1] 1 DX BB A 5% Al i 3k 40 000
%, AXAE 2020 I HET 6 N A N ELHTIE T 8 129
Ko XM RESE, R, EfEfm
FAREE L RRE, XREERIELWR &, M
HARMERE, KREHEARKGAE R, 17
EZ AN MIEEMEE, XEUHE 5 SR
H5URIERRRAE—EMNR; NEFMEE,
X BB PR RE S5 TR R BR ) 7 HAEA S5t TR
MR . fEXBEE ST, R ZAER
FE B PR, IX R KRG T BOK 2 30X BB N 7
FRAEETHRIMARLPRE L, Fk,
1 G X HUBE A2 A5 PR e 4 U 45 B Y T
SXof T DX B 7 ol P i R R R R I i R IX i
TER & X EE,

SRR, XHUEE R R IEAb T B R
B, b KB AR S I L 22 4 R B 2 7 T
B H—, RN IX B A A I e A R
MU TEAEART R, M H a8 2
FARZERI AL o —, Wi RYL %
SR AT, AT DO IX B R AR AL AR
PEFRAEARTE 38 AT LAAy i) 5 AH S BUR R L (it
FRSHOR % E Ak, B R X HEEHOR 1 8 7R
— AN AE SR T BB, Xk
B A VER A E R AU T T X P
SYEMAF TSN Z, T HAE B TR AN 4T

RN ESHESE, HESIAR S AR & 5
K. I, XEZ e K RARA B TR
SR h i) 22 A PR BT AN PP A o X et
PEDURSE RN G5 T3 A0S 77 ) DASE B S
7 A ST 22 4 B, 4R i X R L 1Y) 2 Ak
AURTFENE, AT A Y R 4 5 <22 2 ) X B i
55 o

AR EE TR T

1) RGUABGE 7 XBEER R IR N IR
AR, 58 LT XUV X — M, R Xk
RGBT THREL, R X PR et
LR AT 1 e

2) B AEARRGHI A, WX
ARz e AL 55 2 AN ERE Bk, X KBRS
AR IR 22 e R HEAT 1 i APl 5 PR
HI 34T

1 XREESEXRER SN

1.1 XBREEETS
11,1 R3E4EL R miz

XERBER AR B DT R B 5 T 2N RIEM
Br: BUDXBRBERTAC. XERBE 1LORFAR. X Hugk
2.0 I AR DA B i IE Ak F 1 X B 3.0 AR . 7
AT DX HRBEIT AR, BTN O T 25 1 2 IR AT A IX Bk
B K2 0w HL FF S T EE AP Merkle B
(Merkle tree) B KT 1980 4 HE Y, J5 AN L
Frmiss “mmiem” XIREIEWEA, AXER
e 54 11 5 R e R T S R B AR SR B T A
FEHLHIBY; FE 5 R K % ) 8 (Byzantine gener-
als problem) T 1982 4F 4 # Hi[6), Ay 3 fif F1 %
T A R G b AL L R 45 fE 12 T
B HEA: 1997 4F H LMY HashCash! B @& 4 1Ay
ZF—fXPoW (proof of work) Hi%; F| 1 1998 4F,



552 4] o B

X PR B IR e 2 AR A ik <3

B-Money!® 1 Bitgold!®! & £ A1 LU 4 T 0 4 1 JE 3
ik

2008 4, HARHE KA TR A R AL,
IR T XS . AR BAAR T —
o) “Ber i m T Rgibbhem, L
B T SRR, BB R . 2013
4, Vitalik!MEEH DUKY, DUKSSINT & e d
2y, W—2y R T XIENIIG, MEaan
DLER i IS AT 7E X HUiE ERR Y, BEeE 4
bR A X P AE N 2.0 B AR . 2015 4,
Linux Foundation £ ! 7 Hyperledger i H !2], [X
T AR CntbREmALLIKYT), Hyperledger
RETNHERIH, J& 3R 2 Pl X Pk R
FEZE TR UM, 0l 2 M R VP AT BE AR U7 5%
BEORTT RUE N HT A 3 00 2% 42 8L, AT 3 B
ASTE )Y 55 75 SR AN S AL bRt o 7E X B BE 3.0 I
A, DX HREE M TR (1) 4 fol S FH S5y e 31 B
ZHATI AR 2 R . X BBE & i RE an i 1
JiR o
112 X3sk A IR

I T ZENEAR KRS EE, XPEER4E
M H R (R EME Bl (5 5T B Xy A ki
NI 121 TR IX SR H Gt b, G a s ok 2
DX HRBER AR S ) 2808, (B IEZ A [ 27 i
53N 7/ AN I A PR R 2 207 7 e A T B 728

MREBHEE KBRS 550 | XY EORTE RS
AIRFA 7 T BRI 77
LR Ul Bart, ERIXHEEAES R H
Z G, [FIBT IR H %% i DXCLE R AR i RN e i
FRER . XME TR X st ARSI
P2 2 RS () 0 M o X RIS 9 AT AN R D B
i 25 b X X e S FH B R S E R Ay, Hox) Tl
AR T il e AH R BUR AVt E PR A A
HEER X
1.1.3 X34k B REM
EX B R R st R, &g e E4E
fOEEE. Mgz RRE BE. 642
MR JED W S I AR POR AR &S . i iR
NG & ZEARS LS, aTeURIL, FdEz .
HRE . BUE LR G AR F it 72 i 5
U, MECLEAT BAA X 2o 6T X HRE 4
ARATFURFE IR AF TT, A SOR X PUREROR [ 48
I A I B 2 BRI 3 M0 JZ R 2% 2
L5 RN E
WX 4% 2 F2 B AR ST A A RN 44 X BRI 2%, T
PR&T RUAE BIA XL, % OEREREHM
77 AR EAR AL 7R A
Loy [ A BE XU H R % 0ol 5518 4
IR TG A G 3 E . fEIXANETH, Ao
B, WEFFAR IR X Yk . REER A

L0 | L 3.0

MiXgERE 0 T ) %%%f _______________ )
g gﬁgﬁ E’|ﬁﬁﬁmm@ﬁ%%
B-Money\é : : :
RT3 T Bltgole |
RFE 2 i Merkle Tree RIECCH H: HB Heg TR AIAR
1976 1977 1980 1982 1985 1997 1998 2008 2013 2015 2020;2022
HashCash 3
JEHRSAM: LT G B R \ 5 —RPOW S | PkH2.0
VT VAT B

B IXHE R R D

Figure 1 Blockchain development history
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Figure 7 Main chain reorganization risk principle
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Table 7 Business application security risk assessment
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Table 10 Three-level metrics for blockchain projects
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